In 2012, the World Health Organization (WHO) published a report on the state of development of legal frameworks with regard to e-health. 1 The report is based on the findings of the WHO's Second Global Survey on E-Health, which analysed, amongst other things, the extent to which the legal frameworks in the Member States addressed the need to protect patients' privacy in the use of electronic healthcare applications. Based on the results obtained, the WHO stressed the fact that although in most member countries there exists a high level of legal protection of the general privacy of health-related information, this does not go beyond the common human right of privacy. There exists little specific e-health related privacy protection legislation and much remains to be explored in terms of other legal safeguards. This article intends to broaden the WHO's analysis and go somewhat further, exploring not only the challenges and opportunities with regard to privacy protection, but also liability laws, which could have a significant impact on the use and adoption of these technology applications. 2 
II. PRELIMINARIES
In the years to come, ageing and the diminution of labour potential are expected to strain existing care systems gradually, to the extent that maintaining current levels of healthcare provision will become difficult. 3 Many experts believe that electronic healthcare applications will assist in overcoming those difficulties by providing treatment and care to patients in a variety of subdomains of the care system in a safe and efficient manner. Of course, e-health can only successfully contribute to a sustainable healthcare system when care providers and patients effectively accept and adopt those applications.
For briefness' sake we will refer to the applications as e-health. The European Commission uses e-health as the overarching term for the range of tools based on information and communication technologies used to assist and enhance the prevention, diagnosis, treatment, monitoring and management of health and lifestyle. 4 Many expect e-health to gradually replace certain traditional methods of healthcare provision and treatments for intrinsic qualitative reasons, and for its expected contribution to the sustainability of the healthcare system. 5 E-health is often advocated as a less labour intensive and more cost effective method of delivering healthcare than traditional practices. Many researchers and policy makers see in e-health the opportunity to promote the improvement of healthcare quality while reducing, instead of increasing, the current levels of resources spent on care. 6 In this article, we will for the sake of the argument assume that the efficacy, efficiency and safety evaluations remain promising. We are well aware that a lot of evaluative research still needs to be done. We tend to favour a critical, well-considered stance rather than precocious advocacy. Assuming nonetheless for the time being that from the perspectives of overall efficacy, efficiency and safety, e-health remains a favourable alternative compared to traditional care provision and treatment, an important question is: How should we make the transition from a functioning system of delivery of healthcare to a system where new dynamics and demands take place, creating new scenarios and new positions and relationships? As long as traditional forms of care and e-health alternatives 3 Eurostat forecasts suggest that the proportion of the population aged 65 or over will rise from 17.1% in 2008 to 30% in 2060. The average ratio between people of working age are provided simultaneously-as is currently often the case-patients will need extra incentives to start and keep using e-health instead of continuing to use the traditional facilities they are accustomed to. For this reason, the transition requires preparatory reflection. Users will need to be persuaded by advanced efficacy, efficiency, safety, and ease of use ratios, but also by safeguards against harms and privacy infringements, which do not usually arise in traditional care, but could do so with the new applications due to their electronic infrastructure. Can law foster trust in e-health, especially during the stage of transition? In what way can the law contribute to the acceptance and adoption of e-health applications? It is in contexts such as this transition stage, in which trust is in the process of being established, or needs to be strengthened or reinforced, that complementary tools to ensure reliable behaviour become relevant. 7 One way of applying the law for this purpose could consist of the imposition of e-health applications on patients and healthcare providers via the command and control function of law. Legislation could, for example, establish that specific services may be offered only electronically, or the state may require healthcare providers to offer e-health services as part of their practice. Such approaches, however, could face stakeholder resistance, given the diversity of degrees of development and completion of e-health alternatives for the various forms of care and the strongly developed culture of professional autonomy in the healthcare domain. Under this scenario e-health is imposed upon patients and healthcare providers instead of being freely chosen by them for positive reasons. The acceptance of e-health may be fragile and thus negatively impact its contribution to sustainable healthcare.
Some stakeholders in the field of e-health may perceive this command and control function of the law very negatively. For healthcare providers and IT developers, for instance, law may appear prima facie as an extra conditionality without much practical use. From an innovator's perspective, law may be perceived as a stumbling block to renewal, as an external factor burdening the conduct of healthcare providers and meddling with the provision of healthcare.
A different approach might be more promising. One can allow the law to play a primarily instrumental role in shaping social behaviour, not as an expression of state command, but rather as a framework that creates the conditions for interactions between state, market and individuals, and delineates the boundaries between them. 8 The legal institutions framing and enforcing relevant obligations enable individuals to trust counterparts to the degree that they are prepared to take the risks accompanying 7 R Hardin, Trust (Polity Press, 2006) 103. 8 For the role of law as a threat, proscribing conduct and threatening sanctions for violation to deter that conduct, and the role of law as an umpire, creating and policing boundaries of a space for free and secure interaction between participants, see B Morgan and K Yeung, An Introduction to Law and Regulation (Cambridge University Press, 2007) ch 1.
mutual exchanges and interactions, in order to obtain the benefits that are also attached to them. 9 In other words, the law may be able to create necessary conditions for healthcare providers and patients to trust e-health and adopt it voluntarily, instead of being coerced to do so. Recently the introduction of the care.data scheme-a modern data service from the Health and Social Care Information Centre (HSCIC) for the entire health and social care system-has raised controversies in the United Kingdom. 10 The HSCIC, created by the Health and Social Care Act 2012, collects and shares confidential information contained in medical records (only the names are left out of the records) for purposes of care research and policy making. It has met with strong criticism from individual doctors and the British Medical Association on the basis that the scheme suffers from a lack of awareness (and, hence, lack of legitimacy) on the part of the general public. 11 As a consequence, the roll-out of the record extraction procedures has been severely delayed, thus exemplifying simultaneously the general significance of privacy and confidentiality for user trust and the inadequacy of the one-sided use of the control and command function of law. Is the law merely an annoying inconvenience, or can it boost reliance on e-health and make law a driving force for e-health in the future? A look at the existing EU and US legal framework on privacy and data protection and liability reveals that, for instance, through the patient's right to privacy, the duty of confidentiality, contract and tort law, and the doctrine of liability, the law already plays an instrumental role in shaping trust in traditional offline healthcare systems. In addition to special laws on a national level regarding the caregiver-patient relationship, (para-)medical professions and care institutions, national and international legal frameworks already offer general starting points that are important for healthcare systems, and have long been doing so.
This article argues that the law can play an important part in the transition from traditional healthcare to the e-health era. To that end, section III examines the changes that e-health brings about with respect to the roles and responsibilities of care providers, system providers and patients, and the impact on user trust that these changes can have. Section IV addresses the issue of user trust in the age of e-health. It should be noted that users of e-health applications are not only patients, but also healthcare providers who rely on e-health applications for the provision of healthcare. Section V explores the ways in which privacy and data protection and liability law can play a role in the adoption of e-health as a response to the changes to the traditional care practices that e-health entails.
III. CHANGES
We shall illustrate the relevant changes to traditional healthcare practices by considering one type of e-health application-'remote monitoring and treatment systems'-a little more closely. This application plays a role in the provision of care for the elderly and chronically ill patients by supporting them in developing and maintaining an active lifestyle. These systems can alleviate or halt the deterioration of their health, either independently or supervised remotely by healthcare professionals.
12 They usually integrate ambulant sensing to measure relevant bio signals and context information with secure data handling and appropriate clinical decision support functionality to assist in both technical and clinical decision making. 13 They may also provide feedback to both patients and care providers. So far these e-health systems have focused on the elderly for vital sign monitoring, 14 on patients with various conditions, including obesity, chronic obstructive pulmonary disease (COPD) and chronic fatigue syndrome (CFS), 15 and on cardiac patients. 16 The systems operate based on human-computer interaction through various media, such as television, 17 smartphones 18 and web-based communities. 19 Remote monitoring and treatment systems provide continuous monitoring of the health status of the patient with (the promise of) opportunities for coaching or continuous motivational help aimed at achieving behavioural change, whenever required, and individually tailored treatment anywhere and anytime. They support greater independ-ence and self-management of lifestyle and disorders. Their purpose is to make healthcare more efficient and effective and less costly.
What are the possible consequences and implications with regard to practices of care and the care provider-patient relationship when compared to traditional healthcare methods? First, the use of electronic networks and digital technology allows for continuous monitoring and collection and storage of data that can be used for all kinds of purposes: treatment, extra coaching or motivation, but also evaluation by different stakeholders for various purposes. Second, the medical practice involved in remote monitoring and treatment systems is a service of multiple physicians and other care providers with multiple specialities. The exercises proposed, for instance, by a remote monitoring system to a COPD patient, who is also suffering from cardiac health problems, might stem from a pulmonologist, but may also be reviewed by cardiologists. In contrast to traditional health practices, where the COPD cardiac patient would need to consult two healthcare professionals separately, or-in advanced cases of chain structuring of care provision-simultaneously, 20 within an e-health context, the exchange and access to information regarding the patient is taking place in the absence of the patient and outside her control. In addition, with regard to the feedback received by the patient, it may not always be entirely clear to her whether it is the pulmonologist, the cardiologist or the 'system' that instructs her to exercise and monitors her condition. Under these circumstances, the patient using a remote monitoring and treatment system must trust not only her multiple physicians, but also the application and the way it communicates the information between herself and the multiple physicians. The situation becomes more complex as care is often provided in integrated delivery systems or coordinated by large institutions. 21 The participating organisations are more often than not of different kinds: public, private or of mixed public-private character, to which different moral expectations and legal regimes apply. Moreover, the devices and software enabling the provision of e-health services also become tools directly involved in diagnosis and treatment. Remote monitoring and treatment systems will gradually replace the advice that was traditionally provided in person by the healthcare practitioner with daily, often automatically produced, instructions.
Perhaps most significantly, the patient acquires a new role, as she becomes actively involved in her own diagnosis and treatment. She has systematic tasks related to describing her condition, taking measurements or performing exercises and (part of) her own therapy-all of this in the absence of healthcare providers.
In this section, we have described some of the changes that the introduction of electronic applications in the provision of healthcare may bring about on the basis of an illustrative example. The most important relevant changes are:
• the extensive collection and storage of data that can be used for various purposes by different stakeholders, certainly boosting the possibilities of quantification, evaluation and evidence-based medicine;
• the introduction of a plurality of caregivers and technology providers;
• the new roles of and relationships between care providers and patients.
Before we start exploring whether, and if so in what ways, the law may contribute to building trust for patients and providers in services and practices that are relatively new to them, we will take a closer look at trust and e-health services in general.
IV. TRUST
Instead of entering the academic debate on definitions of trust, we will for the purposes of this article and for briefness' sake just propose a stipulative definition of trust as an inclination of human beings to believe that a form of direct or indirect interaction with another person, thing or system may be beneficial to them or at least not harm their interests. 22 Trust defines the relationship between a person that trusts and a trustee, ie the person, group, organisation, animal or thing being trusted. 23 A trustee may simultaneously act as a trustor, and vice versa. For example, a patient, acting as a trustor, has to be certain about the identity of the medical professional, acting as a trustee. Vice versa, the medical professional, who is simultaneously acting as a trustor, has to be certain about the identity of the patient, simultaneously acting as a trustee. (Groups of) people, professions, organisations and whole societies can all be trustors and trustees at the same time.
Many studies on trust have elaborated on the various qualities and dimensions of the trustor, the trustee and their mutual relationship that can be considered to be preconditions of some sort for trust. Reputation and good past performance of the trustee, for instance, have been deemed to be crucial factors impacting the trustworthiness of the trustee. 24 The introduction of electronic services has made it necessary to pay additional attention to the notion of trust, since when using them individuals find themselves in situations where they need to rely on technologies, systems, and other actors whom they do not know or cannot see face to face. Reputations and the past performance of relevant parties have often not yet been established.
Trust in e-services requires not only trust in the providers of the services offered, but also trust in the technology involved. 25 This applies mutatis mutandis to trust in e-health services as well. Patients' trust in e-health can be subdivided into trust in the healthcare providers and trust in the reliability of the specific system used. To take an example, a patient using a medical device that measures her blood pressure and transfers the resulting data to the physician via the internet should trust not only the physician examining her but also the system that transfers the data. Online environments lack the benefits of offline face-to-face communication and the ability to observe the service provider's behaviour directly. The traditional means of establishing and conferring credibility in terms of reputation and quality of past performance are no longer present, and need to be replaced by new means. In addition to reputation and past performance, several other factors are relevant to the user in order to trust in electronic services.
An overall positive attitude towards the internet is often identified as a general key predictor of e-service adoption, 26 as is previous experiences with a provider of an electronic service. Ease of use of a particular website or web application appears to increase user trust. 28 This seems to be the case especially with users new to a particular electronic service. An inconvenient arrangement and complicated navigation appear to make the user unsure and anxious about technical mistakes. 29 The quality of the service offered is of course also relevant to the creation and preservation of trust. Advantages in terms of saving time and effort in comparison to the traditional ways of providing the service involved can also offer important motives for trust. In the context of electronic services by the government, attributes such as helpfulness and simplification of complex tasks appear to increase the level of trust and user acceptance.
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Security of databases and communications is a quintessential precondition for trust in electronic services, including e-health services. While user trust is already considered essential for online commercial transactions, 31 building user trust in e-health services is deemed extra important as users may fear unwarranted access to sensitive personal information or vulnerability to identity theft or online fraud-risks that do not arise as easily in comparable traditional offline practices, at least not to the same degree.
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The factors mentioned so far have been shown to be important for users' trust in online services in general, and can therefore be expected to be important for patients' trust in e-health as well. In addition, for caregivers, trust in the reliability of data, data exchange and communication is reported to be of high importance. 33 Means for establishing reliability are of course to be found in the creation of possibilities for checking correctness and correction of information, for example through transparency and simplicity, and security safeguards in databases and communications. For health professionals, reliable authentication methods are also extremely important in order to guarantee that a patient is who she suggests she is and that the data introduced are really hers. This brings us to data protection regulation as a precondition for user trust. According to the WHO report cited in the introduction, privacy and trust in a healthcare context are intrinsically linked. The relationship between the patient and the healthcare provider is one based on trust, where the patient provides and shares different types of sensitive information about herself and trusts that the healthcare provider will use that information to the best of her interests in terms of help and treatment. 34 One should expect the willingness of users to provide their personal data to increase if they trust the healthcare providers involved and the system provider. 35 Willingness to disclose personal data may also increase when the user is of the opinion that the advantages of the transaction are more important than a higher level of privacy.
36
Research into electronic services in other contexts suggests that the presence of privacy policy statements on a website enhances user trust. 37 Privacy policy statements, however, are rarely read. 38 Explicit indications that service providers intend to secure online transactions by means of technological measures, such as Privacy Enhancing Technologies (PETs) or authentication methods, were expected to increase the trust of new users. 39 However, Kool et al 40 were not able to find unambiguous support for this claim. This leads to the question of whether the law can further contribute to the fulfilment of the conditions for trust in e-health outlined above.
V. THE LAW AS A FACILITATOR OF TRUST IN E-HEALTH
Some of the conditions that facilitate trust in e-health applications depicted in the preceding section, such as ease of use and advantages in terms of saving time and effort, are concerned with the specific design of a particular application, rather than with the 34 See n 1, n 37 and n 67. context within which e-health is offered. Others, such as previous experience with an e-health application, healthcare provider, information technology developer or patient, and a user's propensity to trust the internet, are dependent mainly upon the character and the experiences of a particular user. For the other conditions-and in particular for establishing and preserving the reputations of key players and of e-health systems themselves, security of databases and communications, reliability of data, data exchange and communication-the law can play an important role in providing the framework for certainty and expectations on behaviour.
Privacy, the Duty of Confidentiality and Data Protection
Privacy protection aims at safeguarding human autonomy and reducing the vulnerability of individuals with regard to material harm and immaterial damage, such as discrimination or stigmatisation. Privacy also protects social values, as it enables citizens to form their own opinions and preferences, thus contributing to the diversity of ideas and fostering creativity in society. This is reflected in the respect required by law of an individual's privacy. Privacy is the right to be in control of one's personal sphere in its manifold spatial, relational and informational dimensions. It has been recognised as a human right at both the international and national levels. Article 12 of the Universal Declaration of Human Rights states that '[n]o one shall be subjected to arbitrary interferences with his privacy' and asks for the establishment of a right 'to the protection of the law against such interference or attacks' . In Europe, the European Convention on Human Rights stipulates in Article 8 that everyone has the right to 'respect for his private and family life, his home and his correspondence' . 41 An important instrument for safeguarding patients' privacy and, indirectly, ensuring unhindered access to healthcare for all patients is the caregiver's duty to respect his patients' confidentiality.
The duty of confidentiality is the obligation of healthcare providers not to disclose personal sensitive information about patients to third parties. 42 As this duty is reinforced by legal obligations, healthcare providers' interests dictate that e-health systems protect the privacy of their clients and that the relevant responsibilities of various other stakeholders, such as the engineers who design the system, are accurately and transparently divided. The obligation on healthcare providers to keep certain information secret, 41 Art 8(1) European Convention on Human Rights. The Convention provides a jurisdiction, currently exercised by the European Court of Human Rights (ECHR) in Strasbourg, to which allegations that a Contracting State is not meeting one of its obligations can be brought. 42 In short, medical professionals' duty of confidentiality has to be taken into account when patient data is exchanged. The duty of confidentiality applies to all information about patients, including the information that someone is a patient of a healthcare provider. Several exceptions to the duty of confidentiality exist, such as the patient's consent or the direct involvement of medical professionals in a medical treatment agreement. Preferably, permission must be obtained from the patient involved, even if such a requirement may create practical difficulties.
backed up by liability mechanisms in case of a breach of this duty, has the potential to increase patients' trust in health services. Of course, the influence of liability mechanisms extends beyond responsibility for confidentiality, as the obligation of healthcare providers to give proper medical treatment concerns much more than legitimate processing of personal data. Therefore, in the latter part of this section, we will address the possible impact of liability law in establishing or increasing trust in e-health. The significance of personal data protection and confidentiality is even greater in the context of e-health, where the handling of patient data and information is pivotal. Nonetheless, many questions still remain unanswered. As we move from the personal patient-doctor relationship to a more impersonal provision of healthcare where new players, such as system providers, are involved, the question arises as to whether these intermediaries who have access to patients' sensitive personal data should also bear a duty of confidentiality towards the patient. A legally enforceable obligation of confidentiality may ensure that the patient's trust, which currently resides in the physician, extends to a larger number of people and institutions involved in the provision of healthcare in the era of e-health, and may eventually lead to an inherent trust in e-health itself. In some jurisdictions, for example in the Member States of the European Union, system providers already bear obligations not to disclose patient data based on data protection norms.
As the provision of e-health services is largely based on the collection and processing of patients' sensitive data, trust in such services may be severely undermined if the personal data of users is mishandled. Whenever an individual is examined by a physician or is tested by medical devices, a vast amount of data is collected, such as name, gender, address and phone number, as well as information about the patient's health condition. The legislature has intervened, at least in Europe, to protect individuals against the illegitimate collection and processing of personal data by establishing strict data protection obligations. 43 In 1995 a general Directive regarding the processing of personal data (DPD) was adopted in the European Union, 44 based upon the OECD privacy principles: Collection Limitation, Data Quality, Purpose Specification, Use Limitation, Security Safeguards, Openness, Individual Participation, and Accountability. 45 The DPD sets out the main rights and obligations to be respected when processing personal data. Besides provisions that apply to all processing of personal data, some provisions concern the processing of 43 At an international level the first initiatives to regulate data collection were taken in the 1980s by the Organisation for Economic Cooperation and Growth and the Council of Europe. Nonetheless, their success in creating homogeneous rules has been questioned. 46 In principle, the processing of sensitive data is prohibited unless one of the grounds in Article 8(2) applies, meaning that in several instances sensitive data can only be processed when the data subject has given her consent. For health data an exception exists in Article 8(3), lifting the prohibition to process health data where processing of the data is required for the purposes of preventive medicine, medical diagnosis, the provision of care or treatment or the management of health-care services, and where those data are processed by a health professional subject under national law or rules established by national competent bodies to the obligation of professional secrecy or by another person also subject to an equivalent obligation of secrecy.
As we speak, in December 2014, the European legal framework for the protection of personal data is being reviewed. 47 A proposal is pending to replace the DPD with a regulation. The difference between directives and regulations is that directives need to be implemented within the national legal regimes of all EU Member States, while regulations are directly effective in all EU Member States without the need to implement them in national legal systems. To some extent the main provisions regarding processing health data in the regulation are quite similar to the fundamentals set out in the DPD. The regulation, however, adds some interesting details. To begin with, a definition of 'data concerning health' is provided, namely: 'Data designating information about physical or mental health of an individual or the provision of health services to the individual.' 48 Moreover, besides a provision resembling Article 8 of the DPD, 49 the proposed regulation contains Article 81, a provision specifically aimed at processing data concerning health. 50 Article 81 lists the purposes for which, in accordance with the rules set out in the regulation, data concerning health may be processed on the basis of Union law or Member State law. These purposes include preventive and occupational medicine, medical diagnosis, the provision of care and treatment, the management of healthcare services, and reasons of public interest in the areas of public health and social protection. Interestingly, it is added that, if the purposes 51 can be achieved without the use of personal data, such data shall not be used unless the data subject has given consent. Article 81 provides guidelines on how to consent to the processing of medical data for public health purposes, statistical and scientific research purposes and clinical trials.
The text of the proposed regulation as adopted by the European Parliament also contains a very interesting new recital 122a. It states:
A professional who processes personal data concerning health should receive, if possible, anonymised or pseudonymised data, leaving the knowledge of the identity only to the General Practitioner or to the Specialist who has requested such data processing.
However, this recital is not incorporated in any of the provisions of the proposed regulation.
Compared to the DPD, the proposed regulation contains several unique features that will have an influence on the processing of health data, including Data Protection Impact Assessments and the principles of Privacy by Design and Privacy by Default. The proposed Article 32a obliges a controller, or where applicable a processor, to carry out a risk analysis when processing operations are likely to present specific risks. Several processing operations are indicated as being likely to present specific risks, including the processing of sensitive data, and more specifically the processing of personal data for the provision of healthcare, epidemiological researches, and surveys of mental or infectious diseases, where the data are processed for taking measures or decisions regarding specific individuals on a large scale. If the risk analysis warrants this, the controller or the processor acting on the controller's behalf will carry out a data protection impact assessment, as prescribed in Article 33. Such an assessment will concern the impact of the envisaged processing operations on the rights and freedoms of the data subjects, especially their right to protection of personal data. The results of the impact assessment must be taken into account when developing measures and procedures aimed at complying with the principles of Privacy by Design and Default. These principles are defined in Article 23 of the proposed regulation: [B] oth at the time of the determination of the purposes and means for processing and at the time of the processing itself, appropriate and proportionate technical and organisational measures and procedures must be implemented in such a way that the processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject … Data protection by design shall have particular regard to the entire lifecycle management of personal data from collection to processing to deletion, systematically focusing on comprehensive procedural safeguards regarding the accuracy, confidentiality, integrity, physical security and deletion of personal data.
As the specifics regarding if, when and how the proposed regulation will be adopted are not yet certain, 52 now is not the time to undertake an in-depth analysis of the influences of the regulation on trust in e-health. However, the above clearly demonstrates that the new legal regime will be of importance to trust in e-health. It provides a framework on the basis of which all parties involved in the processing of personal data must obey the general rule that data may only be processed fairly and lawfully, meaning that all obligations deriving from the European legal framework regarding data protection must be complied with.
Other jurisdictions, such as the United States, do not have one comprehensive legal framework on privacy and data protection. Although the right to privacy is not explicitly mentioned in the US Constitution, it has been inferred and recognised in several amendments, such as freedom of thought (1st amendment) and protection from unreasonable searches (4th amendment). 53 Being a federal country, powers that have not been delegated to the US Federal Government are reserved to the states respectively. In addition, the US has various pieces of legislation at the federal level protecting the right to privacy in specific domains or regarding a particular area of privacy. Among these are the Freedom of Information Act of 1966, which allows access to most federal government records by any citizen, and the Privacy Act of 1974, which provides citizens with safeguards with regard to the misuse of personal information records of federal agencies. Specifically with regard to medical records, it is worth mentioning the Health Insurance Portability and Accountability Act of 1996 (HIPAA). 54 HIPAA includes a set of specific rules that envisage the federal protection of individually identifiable health information, provides patients with a set of rights regarding that information, and establishes specific mechanisms to be followed in case of a breach of unsecured protected health information. The HIPAA rules apply to individuals, organisations and agencies, referred to as 'covered entities' , such as healthcare providers, health plans and health clearinghouses, which transmit health information in electronic form in connection with transactions covered by the rules. The rules also apply to covered entities' business associates. 55 In particular, the HIPAA privacy rule provides a set of standards which aim at protecting 'individually identifiable health information' , to be applied nationwide by organisations subject to this privacy rule. In addition, the HIPAA privacy rule provides standards for the exercise of individuals' privacy rights in relation to their health information (in oral, written and/or electronic format). To complement this, the HIPAA gov/default.aspx. 54 Further information on the HIPAA Privacy, Security and Breach Notification Rules can be found at the US Department of Health & Human Services website: www.hhs.gov/ocr/privacy/index.html. 55 The HIPAA refers to 'business associate' in relation to those persons or organisations who collaborate with cover entities in performing certain activities which involve using or disclosing protected health information. It is envisaged that a specific agreement needs to be settled between cover entities and business associates guaranteeing that the latter will comply with HIPAA Rules.
provides the security rule, which obliges covered entities to implement security standards in order to protect the privacy, security and exchange of health information kept in electronic format. The Office for Civil Rights (OCR) of the US Department of Health and Human Services is the organisation responsible for the enforcement of and compliance with the HIPAA rules by the covered entities. In addition, the HIPAA provides a breach notification rule where unsecured protected information is breached by covered entities and their business associates. 56 In this sense these parties need to notify the individuals and the Department of Health and Human Services-and in some specific cases even the media-about any breach. Moreover, the Department of Health and Human Services is required to publicise the list of entities that have experienced breaches of unsecured protected health data. Finally, the HIPAA rules also empower the individual with specific options for filing complaints where there has been a violation of HIPAA. While HIPAA has been the object of critical descriptions, ranging from 'toothless' to 'over-burdensome' , after 10 years of HIPAA, Solove concludes that it has evolved over the years and that it has been shown to have a vast impact on patients, medical professionals and the healthcare industry.
57 A particularly notable development was the Health Information Technology for Economic and Clinical Health (HITECH) Act, which strengthened HIPAA by dramatically increasing the penalties for HIPAA violations and making it directly applicable to business associates. In the HITECH Act the federal government's goal of achieving interoperability by building a nationwide health information technology infrastructure that permits the electronic exchange and use of health information is legally anchored. 58 In January 2013, the Department of Health and Human Services (HHS) issued the final regulation implementing the HITECH's Act HIPAA modifications. Solove concludes his analysis of HIPAA as follows:
With the increased enforcement and auditing, as well as its increased scope, HIPAA is a force to be reckoned with. It has come out of the last decade stronger and more influential. And its influence will surely grow. 
Responsibility and Liability
Unlike the legal regimes concerning privacy and data protection, the EU and US regimes regarding liability for medical malpractice are similar to each other. Medical malpractice is defined as any act or omission by a care provider during treatment of a patient that deviates from accepted norms of practice in the medical community and causes an injury to the patient. 60 In relation to the provision of e-health services it is important to stress that other parties might be responsible for providing improper care, perhaps because of malfunctioning hardware or software used to provide the e-health service. However, from the perspective of the patient this is part of the treatment given by the care provider, and thus, for the patient, the care provider is the first port of call in case of injury during treatment.
There is no EU legal framework regarding medical malpractice. While some elements can be traced back to EU directives, in general national laws govern medical malpractice in the EU. 61 Likewise, in the US there is no overarching substantive federal law governing medical malpractice. There, medical malpractice law falls under the authority of the individual states; the framework and rules that govern it have been established through decisions of lawsuits filed in state courts. Thus, state law governing medical malpractice can vary across different jurisdictions in the US, although the principles are similar.
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There are also many similarities between the EU and US systems in terms of content, at least on a general level, although details can differ in specific (member) state legislations. While private contracts are usually concluded at the beginning of a treatment, it is the factual situation of a person in need of treatment being accepted for treatment by another person that brings about the care provider-patient relationship. In general, the care institution is vicariously liable for its employees when they act in the course of their employment. In both the EU and the US, fault, or at least negligence, is required for liability, as well as causation between the patient's injury and the care provider's negligence. In principle, the patient must prove both negligence and causation. Whether or not a care provider acted negligently is assessed on the basis of the average standard of care, meaning: 'A physician or other medical service provider must act with such reasonable skill and care which an ordinarily careful specialist of the same profession under same circumstances would be expected and required to exercise. or services. Another important similarity concerns the obligation to properly inform patients about all relevant aspects of the illness and treatment. While, overall, malpractice regulations are similar in the EU and the US, one important difference concerns the amount of malpractice lawsuits, being way higher in the US than is the case in the EU. The reason for this, however, is not the malpractice legislation itself but rather the unique claim culture as a consequence of the US judicial system. 64 Although the effect of malpractice lawsuits on the quality of healthcare is hotly contested, a recent study showed that Hospitals, once afraid of disclosing and discussing error for fear of liability, increasingly encourage transparency with patients and medical staff. Moreover, lawsuits play a productive role in hospital patient safety efforts by revealing valuable information about weaknesses in hospital policies, practices, providers, and administration. 65 The key in the argument seems to be transparency, generally hailed by many as the key to trust in other domains where digitisation has changed the traditional landscape, such as e-government. 66 A similar correlation between liability, transparency and trust can be expected in the domain of e-health. As described in section III, e-health systems fundamentally change the traditional healthcare domain. In view of this, a re-evaluation of applicable liability laws in the e-health domain is required, as, for several reasons, the allocation of responsibilities is more complicated.
First, e-health is based on increasingly complex interactions, which augment the difficulties of proving causation. Demonstrating and assessing causation between medical fault and injury is already complex in traditional cases of medical malpractice; 67 it gets even more complicated in e-health as multiple actors are involved in the treatment of a patient and damage can be the result of a multitude of factors. 68 The increasing involvement of patients themselves in their own treatment, combined with the provision of care by multiple physicians and other care providers, as well as the role of providers of care technologies, creates uncertainty as to causation in case of injury or other harm to the patient. For instance, who is responsible for damage caused to the patient where a third person has, for instance, measured her blood pressure and passed the result on to a care provider attributing the data to the patient, without the patient being aware? In such cases the law needs to determine the conditions under which health-care providers can plead the contributory fault of the claimant/patient as a defence or in diminution of damages. Moreover, because of the possibilities of using information and communication technologies to perform remote treatments without face-to-face contact, interference by malicious third parties (hackers) becomes a scenario to take into consideration. In the end, adapting and fine-tuning the liability rules might not be enough to solve all the difficulties related to the increase and change of actors and tools involved in medical treatment and the evidence of causation if damage occurs. As can be witnessed in the ObamaCare debate, reform of the healthcare system impacts not only insurance schemes but also the legal framework for medical malpractice. 69 Put differently, there is a close connection between insurance schemes and liability frameworks, which are heavily influenced by national context. 70 It is beyond the scope of this paper to discuss how the interrelation between liability and insurance can indeed solve issues like evidence of causation. It cannot be over-emphasised, however, that insurance can play a role here. As Ruger puts it: 'When individuals lack access to means of reducing or mitigating risks, they become insecure. Vulnerability and insecurity diminish well-being and inhibit human flourishing.' 71 From this perspective insurance could be considered as a trust enhancer. However, as already indicated, the correlation between malpractice law and medical insurance raises many specific legal questions in need of much wider and deeper legal analysis, which goes beyond the scope of this paper. We continue our analysis of how e-health systems fundamentally change the traditional healthcare domain by indicating a second issue: as e-health constitutes a rather new technological development, there is still much to be explored from an evidentiary point of view. Law professionals, judges, physicians, patients and manufacturers still need to better understand and handle the real value and weight of e-health information evidence. Due to its characteristics, it might be difficult to prove in front of a court of law that the developers of an e-health system or the healthcare providers overseeing the application of a system were aware of the damage that the system might cause to a patient. This could lead to two scenarios. The courts and the legislature might impose too harsh obligations on physicians and e-health system providers acting in good faith, thus discouraging their further involvement in the provision of e-health, or the legal system might allow certain liability exemptions for actions for which they would have been held liable otherwise, thus undermining patients' trust in e-health.
Third, the increased contribution of the patient in her treatment raises questions regarding the patient's duties and responsibilities to make use of the e-health system in good faith. Especially with regard to e-health applications that require considerable discipline and frequent and regular exercises or, for instance, taking blood pressure or testing by the patient, it is not hard to imagine scenarios where patients might skip their exercises, mislead the system or feed it with incorrect data, or even let others provide data-simply because they are unable to follow or live up to the regime. 72 Some might even try to take advantage of the e-health system and the lack of physical presence of a physician in order to defraud their insurance company. As the patient is assigned an active role in examining her condition, reporting the resulting data and administering her own treatment, it is only natural that she should share the responsibilities, if only for motivational reasons. Of course, this important new feature of e-health confronts us with important ethical questions regarding an individual's responsibility for her own health. These questions do not merely extend to the potential psychological burdens of the patient; they also impact on stimulating movements towards 'medical self-management' , which may have both positive and negative effects for the sustainability of the healthcare system. 73 The imposition of harsh or lenient obligations on hospitals, electronics and software manufacturers, physicians and patients can influence trust in and the acceptance of e-health systems in diverse ways and can create conflicting incentives for the adoption of e-health services. On the one hand, the imposition of strict obligations for healthcare providers, funding bodies and electronics and software manufacturers is likely to strengthen patient trust in e-health. On the other hand, the fear of liability might simultaneously prevent care providers from adopting e-health applications. In this sense, liability laws carry with them a dissuasive or chilling effect for those who have to decide whether or not to undertake certain activities, since all activities could trigger liability. 74 
VI. CONCLUSION
Trust is an important precondition for the adoption of new technologies. User trust is vital in the case of electronic services, such as e-health, for which very often traditional alternatives are still available. Raising or at least preserving trust, in addition to efficacy, efficiency and safety, may be necessary to persuade people to start using and keep using electronic alternatives.
Technology, law and trust interact and influence each other. E-health shifts the roles of patients and care providers, creates and incorporates a new role for system providers, and changes the relationships among these groups. This shift impacts upon trust in technology and trust among the actors, on the one hand, and leads to a change in the actual division of ethical and legal responsibilities of patients, care and system providers, on the other. By anticipating, accompanying and providing responses to the changes brought about by e-health systems, law can strengthen trust in e-health services and thus facilitate its adoption. Of course, law can also play a direct role in the development of technology. Here, one can think of the prescribed use of technology or built-in technological mechanisms to respect data protection regulations in e-health systems. Technological solutions, such as video chat, means for checking correctness and correction, privacy policy statements embedded in websites, and PETs and privacy by design may also help to foster and strengthen user trust in e-health.
First and foremost, the likelihood of users being confronted with problems and adverse effects which they would not have met had they used the traditional facilities needs to be reduced and prevented. This article has identified and discussed the potential of law as an important factor in engendering trust in e-health: it can act as a safeguard for the prevention of harms, hazards and liabilities, provided that it is adapted in smart ways to the specific characteristics and challenges of e-health. The relevant stakeholders in the field, be they patients, healthcare providers or engineers, should be aware of this positive role of the law, in order for this potential to be realised. If full realisation must wait until there is a privacy violation, mishandling of personal data, patients' misrepresentation of their condition, or other medical malpractice or system malfunction invoking law enforcement mechanisms, it may be too late. In that case, the law will be acting ex post, and real events may already have jeopardised trust in e-health. Still, also in these ex post situations, legal frameworks may help to restore trust, for example when liability regimes properly provide for compensatory damages where harm has been suffered.
